L g i ; L

FR Y .S 1= 'I \: \
| ou Tig 001 1107061 11¥ 001.1T0 001 115 ﬂl ||| N '
" & 0 B e L L ‘"l ¢ I \

i \ WY

% e _1!_\9 0o a0
7 o l "nfll*l l [. 7
am afp 11

P ooy 1
(i i
R -
| i
1 10

b 001 110" 001
p1' 11 oo g
001 1 10MgniE 1y
B 110001 e off
o 0.01 /11170 0 01 I
PBOS0R 1 1 1100001 11088
00 ‘

RIEENESANE I Z T IREEM
Digital Enterprise. Protected.
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Your Global Partner for Information and Cybersecurity

TUVRheinland®

www.tuv.com Precisely Right.



BRESRBERTE : REMETLIR

Our complete, global cybersecurity portfolio

A 75 48 B0 RBRE fR#5 %A R
PORTFOLIO CATEGORIES SERVICE LINES SERVICE TYPES
EIRERES EEFEEERE
Government & Strategy Business Continuity Management
EREFEESHEE
EREREREE BRISIRE
MASTERING RI S K& Risk & Compliance Management Data Privacy
COMPLIANCE
BHLZEEIERR
Information Security Management Systems
BpERIEEASIE WEiRZE
Identity & Access Management loT Security
BEZE Tgzs BEIRE AR AR EER
- Network Security Industrial Security CONSULTING TESTING MANAGED
SE =
FE BB R SERVICES SERVICES SERVICES

ERZE ZEAFHIRRRER
Application Security Security Analytics & Detection

RifnZE REEEMHOE
Endpoint Security Incident Response

ERIRGE

Data Protection

ADVANCED CYBER
DEFENSES

S | & | 2o

ELE
Cloud Security

EEWEE
Enterprise Cloud Adoption

ELZEEA

SECURE CLOUD
ADOPTION

BEE
Hybrid Infrastructure

- EHMEEMTHRIIIRS - BREEFGEERESD (AT
NEEBBEIRMNRIEAR) ESHEERED - MIERSS
REFEINER D ~ $5ERE -

A comprehensive, top-down portfolio approach ensures

- ZIR—EEVRIIIRTS - BINIEIERESHIREE « D
EA—REd » BRUhERRE - (REMREE - BhH
FRAEERENER
A globally consistent portfolio, that is far-reaching and
equally deep, gives your organization access to the strategic each stakeholder, from your organization's C-level leaders

guidance, proven processes and best-in-class technology to its technical security practitioners, are involved and

necessary to effectively manage risk, protect critical assets
and thrive in the digital era.

—RFHRES - FRTEEATENREIRIVBELES
RIBHMIZ » RAREMFEZEER > NNREUT I -
A single source for your organization's complete, end-to-end
cybersecurity needs simplified processes, minimizes operating
expenses and helps accelerate your digital transformation.

- DIRFHAED - BNTEESE - tiHRE ~ ITlRSHE
EEATRER o

A service-orientated approach helps you see the full picture
and make informed, actionable and cost-efficient decisions.

- BFInimEineEs  BEAEERER

engaged in the process to ensure necessary buy-in, ongoing
collaboration and long-term success.

BRITENRIIEITRR
J5% » BTSRRI ETANFRS I °

Our end-to-end consulting, testing and managed
services are state-of-the-art, forward-looking solutions that
help you always stay ahead and competitive.

- BFIFTRIRBOULIE2IREENREM - (€556  BRIOED

Bz ERR%BE -
All of our services can be provided worldwide, from
consulting, implementation of solutions to managed services.



TDDE)J/L.\B'J**D%EDDJ—_%T GDPR /ﬁfﬁ

Expertise in solutions for GDPR-compliant smart products

88 (BRERIRELZE) (GDPR) ReSARIIEEEREN
ZIREERISIRE SRR - BAXKNR 2018 & 5 B 25 B3&H|
4 W OB REER EE RS RO RME L B -
BREEEUIRRBABERDEUEETXIEM - RERIVE
FOJEEERSE 2000 BERTTIN 4% FEZHEBHVEIN - &=i%E
ENERMERSIE

BEERE TUV SEESER—ONBAOEER » KERS
B MERE - BHERVARUR TGRS BEFERSE
¥ GDPR A2 -

The European Union's General Data Protection Regulation
(GDPR) has been designed to safeguard data privacy, covering
the widest scope of data protection in that regard. It comes into
force on 25 May 2018. Any organisation that sells products or
provides services in the EU and deals with EU citizens' personal
data must abide by the GDPR. Violators may face fines of up

t0 €20 million or up to 4% of their annual worldwide turnover,
whichever is greater.

With expertise in one-stop solutions for smart products, TUV
Rheinland provides testing and consulting services from product
design to marketing and can help clients comply with the GDPR.

HFIEY AR 75
OUR SERVICE

- loT EGEERFFIIEIAREERS
Certification of Internet of Things products and
services privacy protection

- loT EmERFEER TSI

loT products and service solutions assessment

[ =
oo
PRODUCT SCOPE

loT EEWEHBER loT products

BEZE R Smart wearable devices
HEEXEERD Smart home
EESHED Smart vehicle systems
BEEEEE Smart cameras

SmartTVs

AR 75 7 12
SERVICE PROCEDURES

4-8 [FIRRARFS
4 to 8 week
fast service

BBEERTS : R RIE—EERD - PEME AR
Application: The client selects a product type and applies
for testing and certification.

F50E - SPIRHERER - REEITRBLH
Scheduling: The client provides product information, and
we state a price and arrange the test time.

\\§ J
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ETHE : BEINEIRREFRIEHEIE
Testing: We test the sample received.
\\§ J
4 1\
FEROEE - BIERIRHRERS
Feedback: After the test, we issue a test report to the
client.
& J
e N
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Certification: We issue a certificate to the client.

A

Protected
Privacy loT
Product

. ®
TUVRheinland

. ®
TUVRheinland

www.tuv.com
ID 0123456789

Protected
Privacy loT
Service

www.tuv.com
ID 0123456789
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Cybersecurity in industrial automation

MRS EEREEEE TREHRARMIEEEALRRANGBE - IREETENZE R AR EIE SRR » N
B NENSRT - At - T2 WERIEANSSERREREHE - EMBREHIARRI T RIEATEIE -

Industrial control systems for manufacturing and process automation are increasingly implemented within internal and external
company networks. Thus data transfer between differently safe systems and networks arises, increasing susceptibility for
attacks and failures. It is necessary to prevent internal and external unauthorized access in order to ensure the availability and
integrity of control systems.

NEEZ=MHEBEALE
FUNCTIONAL SAFETY AND CYBER SECURITY

- BEBEA LSRN ERLERSEERUA CRZE (WERZE) -

Safety-related automation solutions must be functionally safe (Functional Safety).

- BALZENERRERNDENTAE - TR -

The objective of security is the availability, integrity and confidentiality of data and functions.

- BRT ST EITEITIIRELZ S MG - BEFRE TUV BREENBRZEERVIFSERIH -
In addition to qualifying components against Functional Safety, TUV

Rheinland offers combined product testing considering requirements
Functional

Safety
Cyber Security

regarding cybersecurity.

- BIPSEMBIEME IEC 62443 F ISASecure™ RIIEBHENE K ERIELZ S S o
i SBEIA R NBEERAIE TUVRheinland

Requirements of the internationally accepted standard IEC 62443 and www.tuv.com

ID 0600000000

the series of standard ISASecure™ are considered in terms of a security
life cycle as well as the functional requirements.




ARG : TDRELE / BREARE |
TEST MARK : "FUNCTIONAL SAFETY / CYBERSECURITY"

BEFERTUV B Mz RERZE | ARESERRETERURENRITHRRER - ELERSER K286
PR » 1RIE IEC 62443 REEK » FEERNRERFZHREMEEREE

The test mark "Functional Safety and Cybersecurity" of TUV Rheinland is applied to electronic / programmable electronic
products, which are applied in safety-related applications. Manufacturers of such products additionally need to apply

measures according to the requirements of the standard IEC 62443.

FRIBEZ S 1REN » BEALZEHRIREREIE -

Apart from the Functional Safety standards the requirements of the following standards are relevant:

- |EC 62443-3-3 : TEBEHEIES - BRmes
5 3-3 88 : R EKRNLZERE!
|EC 62443-3-3: Industrial communication networks
Network and system security
Part 3-3: System security requirements and security
levels

- [EC 62443-4-1 : TEBEBE - BBERMEE
5 41 83D - EmRABREK
|IEC 62443-4-1: Industrial communication networks
Network and system security
Part 4-1: Product development requirements

- [EC 62443-4-2 : TEBEBIE - BRERMEE
55 4-2 833 ¢ IACS IRBBIRILBNLZETTEEK
|IEC 62443-4-2: Industrial communication networks
Network and system security
Part 4-2: Technical security requirements for IACS
components

MELZEEK
FUNCTIONAL SAFETY REQUIREMENTS

EREREINTFEUNZEM - FEREEEEE
(5130 IEC 61508 » EN ISO 13489-1) ZETEIEE
#] (SIL) FDMBEZR (PL) E3K B8R 1iRZ28EE 5

AT D RE NFEAIRIE -

The products are adequately reliable and safe in
accordance with a defined safety level (Safety
Integrity Level (SIL), Performance Level (PL) etc.) of
the relevant standards (for example IEC 61508, EN
ISO 13489-1) and are suitable to be applied in safety
related applications in order to protect human beings
and the environment sufficiently.

- EDSA-311: ISA ZEMANRBLZERE - WEELZE 1

E1ES

EDSA-311: ISA Security Compliance Institute Embedded
Device Security Assurance Functional Security
Assessment

- EDSA-312: ISA ZEMANRIFELZEFRIE - HRERESR

EEEO

EDSA-312: ISA Security Compliance Institute Embedded
Device Security Assurance Software Development
Security Assessment

BEALZEEKX
SECURITY REQUIREMENTS

TERRBNESHEE  REBESNZEMRE (2
fRAISL 1 2 SL4) REDREIEORE - BHLLERHE
& -

Sufficient protection against manipulation and
interference in accordance with the defined
security level (Security Level SL 1 to SL 4) during
the development and for the integration phase of
products.
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WORKSHOP AND PUBLIC COURSES

TEEBBZE | TENASHARFREEIER
R L BB -
Our workshop and public courses regarding the topic
"Cybersecurity for Industrial Automation" focuses on the
development of safety-ensuring components of a system.

—REASTE S EES S MBRRLNE - BIEFDAENER
FRED

The one day workshop will give participants an overview
about the normative requirements to the architecture of a
system and its implementation and testing.

i 1PI B AR 75 BB
OUR SERVICES COMMITMENT

- LIKIfE—IESEER DAKKS & ISASecure™ HIBIFHE - 12
H-ITNEBRIELZEIEE « BUIREBEHAZEIEE
ETEBIFAIREE
The only company authorized by German DAKkS and
ISASecure™ to provide one-stop set of international
functional safety standards, European and American
cyber security standards for product testing and
certification

- RRREGHEEVIRETEA A RR

Workshops and public courses

=RV FAERFZRISE S ¢

BIEEHZEIBRIIZHE |EC 62443-3-3 5 IEC 62443-4-1 ] IEC
62443-4-2 NERNEEHRIIZE - B MBS RIEER
EHNENZEERRBENEITEK -

The 3-day training will be more detailed:

Standards |EC 62443-3-3, IEC 62443-4-1 and |IEC 62443-4-
2 will be discussed and solutions shown. All requirements
necessary to develop a functional safe and secure product
will be presented and discussed.

- BALERMRIDEEL SRS

Assessment and qualification of QM-systems

- BBEE - EED

Threat & risk analysis

- HERZEEX
Safety audits of networks

G

Vulnerability scans

BESHZEEERM » 777 1T RBEIEKE
Safeguard the information security and enhance
the IT service management

- ISO/IEC 27001 BAZEEERIR
ISO/IEC 27001 Information security management system

- ISO/IEC 27017 ERFERLZE EERIZHIBIMEARED
ISO/IEC 27017 Information technology - Security
techniques - Code of practice for information security
controls base on ISO/IEC 27002 for cloud services

- ISO/IEC 27018 RHZEBAEA (Pll) BEENEALZE
FEHIFRED

ISO/IEC 27018 Information technology - Security
techniques - Code of practice for protection of personally
identifiable information (PII) in public clouds acting as PlI
processors

- ISO/IEC 20000 EFALIMARFS E R

ISO/IEC 20000 IT service management system

- VDA-ISAVDA BiZEFME CSEEX)

VDA-ISA VDA Information Security Assessment

- TISAX e &AL E# MG CREER)

TISAX Trusted Information Security Assessment
Exchange

- 1SO 22301 AHLZE £ BEEEERM

ISO 22301 Social security-business continuity
management systems
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T MHREZEWEER

TUV Rheinland Academy and Life Care:
Cybersecurity courses and consulting services

- GDPR (BRERBAERURERS]) AR

GDPR (General Data Protection Regulation) analysis

- BEIFEE TUV PersCert BRUREE S BIREE *
TUV Rheinland PersCert qualification courses for data
protection representative

- fBEIFE TUV PersCert BRHREB LS EIRFIZE
TUV Rheinland PersCert qualification courses for data
protection auditor

- GDPR ZBRDMTRAHM / MIZHE

GDPR Gap analysis and system/process coaching

* 1SO 27001 EFLZEEBRMIEERNEE LFMHEE
Public courses for ISO 27001 information security
management system standards and internal auditor

- 1SO 20000 EFIRBEIERMIZER NEELFHRIE

Public courses for ISO 20000 information technology service

management system standards and internal auditor

*GDPRIEMER » EEFEEMERIRESERRESRIE ©

Certificate

@il Data Protection Representative (TUV)
including the EU GDPR

Name of participant

born on *date of birth” in “place of birth"

Certificate No. XXXKXXXX

Validity This certificate is valid unti “date of expiration”.

“Name of TOV Rheinl
“Adress”

—— /A TOVRheinland®

Precisely Right.

*The companies should assign data protection specialists to ensure compliance according to GDPR regulations.

RTEEEERERE TUV
Why TUV Rheinland?

- BIDAIE ~ kR RERARRLERBNEINELE
Global leader in independent testing, inspection,
certification, and cybersecurity services

- fE350 20 F - IS ERVEABRSREENEERN 1T
GillichEETe

Supporting enterprises with comprehensive consulting and

solution expertise in IT and cybersecurity for nearly 20 years

XOPFTRREIAEN - 558 BRI - HEERRBERERNEE (R BRATRHILIT -

All In-house training and consulting services are implemented by TUV Rheinland (Shenzhen) Co., Ltd.

- (E2IK 59 BEZ - SEEBIE 20,000 BEEAS

Employs over 20,000 professionals across 59 countries

- WERIRENREZNEERBLURMBEAEEREE » I

TR S EXNEERENZEIRE

We operate some of the world's broadest smart device and
loT testing labs and define industry standards for functional
safety and security
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EEFERTUVALER

TUV Rheinland Greater China

ARFFERAE Hotline

+886 2 21721001 (&7 Taiwan)

+852 21921022 (& Hong Kong)

+86 4008831300 (FIEIAPE Mainland China)

®TUV, TUEV and TUV are registered trademarks. Their use will require prior consent.

TUVRheinland®

www.tuv.com Precisely Right.



